SAFE & SECURE

Manage risks in a remote
work environment.

The pivot of the business process outsourcing (BPO) industry to a remote workforce introduced many
potential security risks. Applying lessons learned from years of experience deploying work-from-home
solutions, Afni put the right people, tools, and processes in place to safeguard our client partners and
their customers.

The Opportunity

When the COVID-19 pandemic began, businesses across the globe had to change their operating model.
For many, this meant pivoting to a remote work environment. Afni deployed more than 75 percent of our
workforce to work-from-home within weeks. However, the transition to work-from-home did not end with
equipping employees with remote-capable tools and sending them home. Expanding work outside the
safe confines of a brick and mortar setup presented potential security risks, such as not having a secure
work-space or not meeting technical requirements, that needed to be addressed to protect both our clients
and employees.

The Solution

Drawing on lessons learned from years of
experience deploying remote
solutions through our
Afni@Home model, Afni
implemented a number of
measures. We focused
our efforts on investing in
the people, tools, and
processes necessary to
protect our business
and uphold our
operating model.
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Right People
• Invested in specialized teams such as Fraud and Risk Management (FRM) and Information Security
(InfoSec) who actively identity and investigate potential risks in all operational actions, systems, and tools
• Ensured employees were capable of working remotely, including meeting all technical requirements for a
remote workspace
• Developed guidelines and expectations for employee review and commitment
Right Tools
• Distributed work-from-home kits, including integrated webcams for facial recognition
and cognitive service object modeling using AI and RPA core technology
• Implemented Multi-Factor Authentication with conditional access
• Deployed Virtual Desktop Infrastructure (VDI) and virtualization of soft phones
• Utilized a secure messaging platform for collaboration between coaches and agents
• Configured a secure path to Afni Datacenter and adaptive threat prevention
• Limited production access based on program hours of operation
Right Processes
• Developed real-time network scoring on an agent’s connectivity to ensure
technical requirements are met
• Automated employee verification and environmental scan for improved Risk
Analytics (i.e. detection of multiple people in background, pen and paper in
workstation, and more) and built automated business rules by risk if found
(i.e. stop sending calls if in violation of rule)
• Conducted regular and random workspace audits by FRM team to ensure physical environment meets
requirements and is free from potential risks

Real Results

Afni’s ability to quickly pivot to a secure, remote workforce during the onset of the pandemic resulted in
stronger partnerships with both our clients and our employees. In fact, Afni grew our overall workforce by
19 percent in 2020 from the previous year prior to the pandemic. We achieved a 33 percent reduction in
escalations over the previous year. More than 83 percent of our remote workspaces were fully compliant on
initial random audits, with the remaining percentage quickly resolving findings and becoming compliant.
We didn’t stop there. To improve our security prevention and mitigation results continually and proactively,
Afni invested in additional industry-leading software on its endpoint to monitor, prevent, and respond to
security incidents. We have also established a hybrid incident response team and third-party managed
24x7x365 security operations center. Afni remains committed to providing the highest level of safety and
security four our clients and employees.

About Afni
Afni provides customer engagement solutions at each step in the customer journey. Our performance, consultative approach, and industry expertise
have earned the trust and partnership of many of the world’s leading brands. We’re a mid-sized Business Process Outsourcing (BPO) with the ability
to scale to your needs, plus the flexibility to deliver real results quickly. Customer growth, care and retention, consumer collection,
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